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Continuous visibility and mapping of your entire network is 
now essential to staying in complete control. 

Asset Discovery in Challenging 
Environments

Use Case

Background
At RazorSecure we meet with a lot of different operators in rail signalling, rolling stock and other critical 
infrastructure, and there is a consistent message: “We don’t have good visibility and understanding of the assets 
that we have connected to our network.”

When approaching cyber security this comes back to an even more fundamental challenge, if you don’t know 
what is connected to your network then you can’t secure it.

When approaching critical infrastructure networks, there are a lot of challenges that must be addressed in any 
solution. 

• The networks themselves are critical to the operation of the railway, or perform some kind of critical function. 
The addition of any latency or risk in these networks is unacceptable.

• They are deployed in the real world, a much more challenging environment than a hosting centre.

• A lot of hands touch these critical networks, devices are replaced as they fail, service laptops are connected 
and they are physically difficult to secure.

• The team securing the network can’t just put their hands on it, or make changes without significant 
preparation work involving many third party vendors.

• They use custom network protocols which can be difficult to monitor

The combination of these elements mean that many existing enterprise solutions can’t be applied to these 
environments successfully. Any solution also requires flexibility to be deployed in a variety of areas, as there is 
unlikely to be a single location to capture the required data about the network.

The Challenge



The Solution
RazorSecure Delta and Network have asset discovery capabilities built into the product, with the different 
deployment modes giving flexibility in how and where the software is deployed.

Typically, we first look to cover the key points of ingress/egress from a network as these are key points of risk 
within critical networks. Where possible we cover these with our RazorSecure Delta software, running directly 
on the device acting as the gateway for the network.

Where the network is more safety critical, we have a range of deployment options with RazorSecure Network, 
which is designed to be deployed as either a network tap or via a mirror port from a switch. It acts as a passive 
sensor for the network traffic, collecting behavioural data as well as information regarding the assets connected 
to the network.

One deployment option that excels in safety critical environments is the Siemens DCU Data Diode.  This is a 
data diode appliance that collects and forces data to travel only in one direction. It offers hardware security and 
comprehensive connectivity for secure monitoring of safety relevant or critical networks. It not only forces data 
to flow one way but keeps the critical and open networks physically separated, this being a key feature of its 
safety assessment, enabling secure and safe connection of existing signaling equipment up to Cenelec SIL 4 
and providing IEC 62443 4-2 compliance having a Security Level (SL) 3.

This unit can be deployed either as an inline network tap or via a SPAN (mirror) port from a network switch. The 
inline tap mode fails open to ensure that it doesn’t break any safety critical even if the unit loses power.

Where there are options for active sensors to be used, the RazorSecure Asset Discovery includes the option 
to capture additional data using SNMP.  This combines with the security monitoring to give visibility of 
configuration, firmware versions and applies our anomaly detection models to CPU usage, memory usage etc. 

The combination of Razor Secure Delta and Siemens DCU provides rail operators with the best of both worlds, 
high level of transparency and network behavior while mitigating the risk of remote attacks and operational 
disruptions.

Outcome

There is significant value in network visibility, it provides not only a full list of the assets connected 
to the network but also visibility into the operation and function of those assets.  This accurate data 
is vital for cyber security but when used correctly can also provide predictive maintenance and 
operational information regarding critical networks. 

A key outcome is the ability to tell if an underperforming network device is experiencing an 
operational problem.  This ensures that potential failures are detected early and can be dealt with 
before they result in significant operational disruption. 

Operators need to be able to leverage network information to make decisions with confidence. 
RazorSecure’s solution for asset discovery empowers operators with the visibility they need to make 
informed decisions critical to the management of their fleet.
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“This is a very innovative solution that not only aims to increase the security level or railway systems 
but also encourage the use of this technology, thanks to its seamless integration and deployment 
options.”

What our partner says:

Andres Gonzalez Guilarte, Global Product Manager, Siemens


