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Introducing RazorSecure Delta
RazorSecure Delta is an advanced intrusion detection and active response system designed to protect critical 
infrastructure and embedded systems. By using state-of-the-art, multi-layered machine learning techniques, 
RazorSecure Delta is able to build a baseline for a normal system. The product is designed to alert and respond 
when a signi�cant change is made to the system or the system begins working outside of its normal operating 
patterns. 

The RazorSecure Delta process runs on each server. RazorSecure Delta can make autonomous decisions about 
whether a system has been compromised and will securely push data to the cloud for additional 
processing/review. This includes reviewing the data against similar systems that are being protected by 
RazorSecure Delta.

The RazorSecure Delta Advantage
• Unplanned system access identi�ed and contained in real time
• Cyber threat defence software to protect transport networks
• Intelligent and reactive defence strategy to minimize the risk of catastrophic failure in the �eld
• Remote protection and real time reporting when the asset is connected
• Continuous protection when it is not connected
• Integration with RazorSecure Network for complete network visibility and host protection
• Easy to install and maintain
• No additional hardware required

Security for the life of the asset
A key challenge for industrial assets is that many security solutions are not able to function for the life of the 
asset once deployed. The RazorSecure Approach is unique, we use device behaviour to learn “what is normal” for 
key devices in the onboard/wayside network. This approach has been tested and consistently demonstrated to 
be e�ective in a rail environment, even in cases of limited connectivity. 

Most importantly, this approach is e�ective for the entire life of the asset, detecting both known and unknown 
attacks. Behaviour-based machine learning remains e�ective as it does not rely on attack signatures. 
RazorSecure Delta is compliant with NIST, NIS Directive and IEC 62443 SL2.
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- Supports major Linux distributions as 
well as customised distributions
- Memory Requirement: 128mb
- Processor Requirement: ~1% of a 
single core
- Designed for integration into key hosts 
on the network to ensure they are 
protected against attack.
- Uses our unique behaviour-based 
anomaly detection to ensure protection 
against both known and unknown 
attacks

RazorSecure Delta Software

RazorSecure Integration Partner

Complete Host Protection
RazorSecure Delta is delivered as software to be integrated into 
key devices in the onboard network. It uses the RazorSecure 
Approach of learning “what is normal” for over 700 key system 
metrics including system processes, network tra�c, system logs, 
installed software and more. RazorSecure Delta can also be 
extended beyond a host to monitor other network devices via 
SNMP.

The RazorSecure Delta combination of our monitoring agent and 
onboard processor allows it to detect both known and unknown 
attacks directly onboard or at the wayside. This allows for creation 
of playbooks of autonomous responses and ensures that 
bandwidth usage can be managed e�ectively.

RazorSecure Delta can be delivered as standalone software or as 
part of a complete security solution with RazorSecure Network.

Integration with the RazorSecure Platform

The RazorSecure Platform has 
been developed with leading 
transport operators to ensure 
clear, consistent reporting of 
your connected assets. 

It provides a single pane of glass 
for monitoring your assets, with 
clear, human readable alerting 
and management of the 
RazorSecure baseline models.

Data from the RazorSecure 
platform can also be integrated 
into other leading SIEMs via 
Common Event Format (CEF) 
feeds and REST APIs. 

RazorSecure also o�ers a full 
monitoring service, currently 
protecting major transport 
operators in the UK and USA. 

For further information on RazorSecure and our products
contact us at sales@razorsecure.com

RazorSecure Delta is remotely 
deployable with Icomera 

X-Series Router

RazorSecure Delta is a proven 
technology for securing onboard 
systems. With Northern Rail in the UK, 
RazorSecure has detected and 
prevented hundreds of attacks, securing 
over 10 million passenger journeys. 

Working with the Icomera team, 
RazorSecure Delta was deployed 
remotely on the X-Series Router on the 
Northern Digital Fleet. 

From the X-Series Router, the 
RazorSecure Delta software learns the 
device and network behaviour, 
providing not only protection for the 
X-Series Router but also operational 
visibility of key network devices 
including switches and wireless access 
points. 

Proven Protection for Onboard Systems


